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Related ITU documents

ITU Constitution and Convention — basic instruments of
the Union containing several related provisions, e.g.: i

CS 197 - All stations must be established and operated in such a i
manner as not to cause harmful interference to the radio services or | 4oV
communications of other Members which operate in accordance &=
with the provisions of the Radio Regulations

ITU Radio Regulations (RR) - the main regulatory
document on international spectrum management

Main objective of RR is interference-free operation of stations
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Provisions aimed at compatibility between radio services

ITU-Regional agreements

ITU-R Recommendation, Reports and Handbooks —
technical information, including mitigation technic
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Outline of presentation

* Prevention of interference




Possible reasons for interference

Operation in the bands not allocated by the Radio Regulations
Operation of non-coordinated frequency assignments

Operation with parameters different from the agreed ones, e.g.
contained in a Plan, coordinated between administrations,
recorded in the Master Register

Non-compliance with frequency tolerances of transmitters
Unwanted emissions i.e. out-of-band and spurious emissions

Unauthorized operations




Radio Regulations and preventing interference (1)

* Allocation of frequency blocks to radio services (Article 5)
Allocation to compatible services, e.g. fixed and land mobile
establishing priority in operation: primary and secondary allocations

Imposing regulatory/technical limitations on some allocations

* Set of coordination procedures (Art. 9) -> to ensure compatibility

Art. 9 lists cases of mandatory coordination of stations prior to bringing
them in operation

Examples: all space networks, AM(R)S vs. AMS(R)S in 5030 — 5091 MHz

* Recording in Master Register, that is worldwide database of
existing stations (Art. 11) -> status of international recognition

Stations recorded in MIFR shall be taken into account by other countries

This status is important for resolving cases of harmful interference
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Radio Regulations and preventing interference (2)

* Establishing limits of transmitter frequency tolerances in 9 kHz
to 40 GHz (App. 2) -> reduction of out-of-band interference

* Establishing maximum power levels of unwanted emissions
(App. 3) -> reduction of interference due to spurious emissions

* Establishing requirements for licenses to radio stations (Art.18)
-> reduction of unauthorized emissions

* Introduction of requirements for installation and parameters of
stations (Art. 15) to reduce interference, e.g.:

15.2 Transmitting stations shall radiate only as much power as is
necessary to ensure a satisfactory service

15.4 |ocations of transmitting stations ... shall be selected with
particular care

15.5 radiation in and reception from unnecessary dlrectlons shall be
minimized by ... directional antennas




Distress and safety frequencies/services

Special consideration for safety services: RNS, AM(R)S, AMS(R)S

.

4.10 Member States recognize that the safety aspects of radionavigation

and other safety services require special measures to ensure their
freedom from harmful interference...

15.8 Special consideration shall be given to avoiding interference on
distress and safety frequencies, those ...identified in Article 31 and those
related to safety and regularity of flight identified in Appendix 27

Absolute protection of distress and safety frequencies in App.15
AP15-4

TABLE 15-2 (end) (WRC-12)

Frequency Description ‘
{RIHZ) Of llszlge

*406-406.1 406-EPIRB This frequency band is used exclusively by satellite emergency position-
indicating radio beacons in the Earth-to-space direction (see No. 5.266).

1 530-1 544 SAT-COM In addition to its availability for routine non-safety purposes. the band 1 530-

1 544 MHz is used for distress and safety purposes in the space-to-Earth
direction in the maritime mobile-satellite service. GMDSS distress, urgency
and safety communications have priority in this band (see No. 5.353A).

...Any emission causing harmful interference to distress and safety
communications on any of the discrete frequencies identified in this
Appendix is prohibited.




ITU frequency plans

Plan - distribution of frequencies between countries or stations
aimed at compatible operation -> stations in conformity with a
Plan are supposed to operate without interference

Two types of plans: allotment (zones) and assignment (stations)
ITU maintains 12 terrestrial and 3 space Plans
3 plans for aeronautical mobile and ARNS services:

AP26 — Worldwide allotment Plan for
aeronautical mobile (off-route) service,
HF (3025 — 18030 kHz)

AP27 - Worldwide allotment Plan for
== aeronautical mobile route service, HF
8 (2850 — 22000 kHz)

ITU-R ., .
GE85-R1-AER: Region 1 assignment plan Region1 =
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* Resolving cases of interference




Procedure in case of interference

Procedure in a case of harmful interference is described in
Article 15 of the Radio Regulations

Administrations try to resolve the problem bilaterally, on the
basis of goodwill and mutual assistance

Interference may be treated by operators directly,
e.g. coordination of cellular networks in border areas

Administration may report interference to ITU/BR
for information
for assistance

Request for assistance should contain technical and operational
details and copies of the correspondence

Interference cases should be reported in form of Appendix 10




Report of harmful interference

AF10-2

APPENDIX 10 (Rev. WRC-OT) Frequency measured

Report of harmful interference Thae:

{See Aricle 15, Section V) Time (LITC):

Class of emizsion?

Bandwidth { indicate whetler measuned o estimated, or indicate
the neoessary bandwidth notified to the Radiooom munication
MName, call sign of other mesns of ident fication Bhuresu)

Particulers conerning e stafion caing the inferfrence:

Freque ney messwned Locationpositiontanes

Dhate: Location of the facility which made the abowe messurements

Time {UTC):
Particlars firnisked by the receiving sietion experiencing the inerfnence:

& Class of emission'

g Wame of station

o Bandwidth {indicate whether mesared or estimated)
r Lt nipeoe i i oaia nes
& Measurad Field srength or power flux-densite®

& Drates and times {UTC) of oocwmenoe of hamful interferencs

-

Bearings (QTE) or other particulars  owwcam

Time {UTCY:

a Ol rved polarization # Mature of interfenence

g Class of gation and natwe of service v Field strength or power fus-density of the wanied emissicn
af the receiving tation experiencing the interference®

e

Loseationposition/areabearing (QTEY)  wecon

Drate:
i Location of the facility which made te shove messunements
Time {LITC):

Particikers oo erning e trammiting stafion inferred witk:
w  Polarization of the receiving antenna or aserved polarization
N MName, call sign o other mesns of ident fication
x Action requested
k Frequency assigned

NOTE - For convendance and brevity, telegnphic reponts shall be in the fommat above, neing the latiers in e ardar
histsd in bhem of the aploatry S, bot only thoss legiens for which infommation & provided should be osad
However, safficient infommation shall be provided to he administng on recefving the mport, o tha an appropriste
imvest gaion cam be comdncisd

! The class of emission shall comiain ghe basic charaatenstics lisied in Appendix 1. K any daracienstic canmot be
determined, indicate the mnkmoem symbol with a dash. However, if a sation is not able i idens i mmambizoon shy
whether the modulation is fragoency or phase modolaton, ndicae fegoency modolaton (Fl.

2 When mesmemen is ax not available, signal simagihs accoding o e (SA smle shoald be provided. § Sesfoomote 3.
7 Ses the most ot version of Recommendation TR MLIITE.  cvmcon) 5 Seefootmote .

3 Seefoomote 1.
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Actions in case of interference (1)

|dentification of source of interference
using information in the Report of harmful interference
using information in the Master Register
requesting assistance of radiomonitoring stations of different countries

Determination of the cause of interference

Determination of regulatory status of the stations involved

primary or secondary services

conformity with the Frequency Allocation Table and allocation conditions,
e.g. coordination requirements, power limits

recording in the Master Register
Technical studies, if necessary
Development of recommendations, contacting administrations

Cases of interference to distress and safety frequencies, to AM(S)S
communications are treated by the BR within 24 hour period




Actions in case of interference (2)

* If interference persist

* Interference case may be reported to the Radio Regulations Board (12
elected members, 2 — 3 meetings per year)

" Interference case can be brought to the attention of a world
radiocommunication conference for consideration

* Organization of treatment of interference cases in BR:

* Centralization of processing of all interference cases in one division

* Assistance of the services concerned, if required

* Statistics — totally 67 cases treated by the BR in 2012

Space services: 24 cases (8 requests for assistance, 16 information)

Terrestrial services: 43 cases, including 16 cases related to safety
services (4 request for assistance of the BR; 23 cases for information)




Examples of interference (1)

* Interference to HF aeronautical station of administration “A” on
13 349.4 kHz in June 2012

* Source: probably a fishing vessel in vicinity of Administration “B”
* Reason: operation of maritime mobile service in non-allocated band

* BR actions: letter to “B” requesting to promptly eliminate interference

* Interference to aircraft/ship GPS receivers of administration “C”
on 1227 MHz and 1575 MHz in March-May 2012

* Source: ground-based station of neighboring Administration “D”,
operating in a non-allocated band , at 9 km from border

* BR actions: letter to Administration “D” responsible for interference ->
request to identify the source, eliminate interference, avoid reoccurrence

* Development: MOC between ICAO and ITU on GNSS protection, 17.12.12

Telooommun ication
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Actions in case of interference (2)

* Interference to reception of Nilesat satellite TV, at 17 GHz by a
terrestrial station (unmodulated carrier) in June 2010

* BR requested other satellite operators to identify the interference
source by Geo-location (difficulties due to short duration of interfer.)

* The area of location of the interfering station was eventually
identified but interference stopped in July 2010

* Interference to reception of VHF/UHF terrestrial broadcasting of
14 countries of Region 1 from sound and TV stations of adm. “H”

* Source: sound and TV stations of administration “H” in border areas

* Reason: operation on channels assigned by Regional Agreements GE84
(89.5 — 108 MHz) and GEO06 (174-230, 470-862 MHz) to other countries

* BR actions: letters to administration “H” since 2006, multilateral
meetings, submissions to RRB, consideration at WRC-12

Telooommun ication
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WRC-12 activities on issue of interference

* Prior to WRC-12 several interference cases to satellite networks seriously
degrading their performance were reported to the BR and RRB

* 14 European countries proposed to WRC-12 to add a new provision on
preventing cases of deliberate interference to Radio Regulations :

15.1A § 1bis Member States are responsible for ending transmissions of
signals originating from their territory and intended or designed to disturb or
prevent the reception of other signals.

L)

WRC-12 discussions in Ad hoc Group (B. Gracie) , output:

Confirmed that intentional interference represent infringements of RR;
countries having jurisdiction over interfering signals have the obligation to
take the necessary actions

MOD 15.21 If an administration has information of an infringement of the
Constitution, the Convention or Radio Regulations, (in particular Article 45 of the
Constitution and No. 15.1 of the Radio Requlations) committed by a station-ever

which-t-may-exercise-aguthoritiyunder its jurisdiction, the administration #shall
ascertain the facts;fix-therespensibitity and take the necessary actions.

L




Infringements of the Radio Regulations

* Infringement —operation of a station that is not in conformity with the RR, but
not necessarily causing harmful interference

* Reports on infringements - in format of Appendix 9 to the RR

* Reports on serious infringement shall be made to the administration of the
country having jurisdiction over the station, by the administrations which
detect it

AF9-2

APPENDIX 9 14 Date and time?

Report of an irregularity or infringement
- ) 15 Natuse of dhe imegularity or infringement

{See Article 15, Section V) . - o . .
¢ - 16 Exiracts from shiplog or otherinformation supporting the report -
fingleg the Radi Regulattons:
Particulars concening the transmitting station interfered i -
Mame! if knows (in BLOCK legoss)
17 Name of the sation {in BLOCK letes)
Call sigs siher identification {in BLOCK letiers)
8 Call sgnor eder identification (in BLOCK legers)
own

% Fra
kHz, MHz, GHz or THz)

station, the contralizing

identification (in BLOCK letters)

)
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Outline of presentation

* Radiomonitoring as a complementary instrument of
interference management




International Monitoring System

International Monitoring System (IMS): monitoring stations and
centralizing offices of administrations or group of administr.

Objectives: assistance in cases of interference, in protection of
safety services, evaluation the actual spectrum use, verification
compliance of transmitted signals, detecting illegal transmitters

Monitoring station notified to ITU and published in List VIII

Uniform coverage of the world by monitoring stations of ITU
monitoring programs is basis for successful operation of IMS

BR prepares and publishes summaries of monitoring data,
supplied by IMS stations, according Article 16 of the RR

Union intsrnation als dos telscommunications




Example of monitoring station from List VIII

PART Il

Particulars of monitoring stations carrying out measurements
related to stations of terrestrial radiocommunications services

|AFS |South Africa (Republic of)

_ (ms) || 27°5445" E Frequency |[ 10kHz —30MHz |[ 04302015 |
26°06'25" S

Field strength or | 9kHz—30MHz || 0430-2015 |
power flux-density

Bandwidth || 100 kHz — 100 MHz || 0430-2015 | Spectrum analyser with oscilloscope display.

Automatic spectrum || 9kHz—30MHz || 0430-2015 | |Automatic chart recorder connected to receiver with electronic scanning.
occupancy surveys

ALs

_ 150°00' W Frequency || 10kHz-30MHz ||
61°10' N

Direction-finding || 400 kHz — 30 MHz || 11-channel interferometer (wide aperture).
Rem otely controlled from Columbia, Maryland_

Bandwidth || 540 kHz — 30 MHz || [Manual observation with DSP data reduction.

|ARG | IArgentine Republic |

[Aitamira I | (ms) || eato75amw | | Frequency | 9kHz—3GHz |[ 0900-1800 | |Available H24.
s

31°25'26" The station has a GPS-referenced frequency standard.

'The station is incorporated in the national monitoring system by means of a satellite link. It has a

computing system which enables all the technical measurements recommended by ITU to be

performed automatically, while keeping the results that are obtained through the following functions:

systematic monitoring of transmitters, search for unauthorized transmitters, observation of specific
quencies, channel analysis, trans-mitter occupancy, frequency occupancy, noise measurement, TV

signal measurement and interference analysis.

[Remotely controlled in real time from an operative centre using a satellite link.

PART Il - Monitoring stations related to terrestrial radiocommunications services Page 1 of 140

/
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Use of monitoring data

* Eliminating unauthorized and out-of-band emissions

Special monitoring campaigns in the bands allocated to
safety services

Data is generally collected during 1 week

BR draws the attention of administrations responsible for

unauthorized/out-of-band and other non-conforming
emissions

Assistance to administrations in cases of interference; BR may
request the cooperation of administrations to gather:

data necessary for the identification and location of sources of harmful
interference

Field strength measurements of the interfering station, to assess the
level of interference (for possible comparison with corresponding
criteria in the RR or in ITU-R Recommendations)

Telooommun ication
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ITU regular monitoring program

Regular monitoring program in the HF bands 2850 - 28000 kHz
From 1947, monitoring summaries published since 1953

Objectives: information on spectrum utilization, identification of
stations not in conformity with the RR, sharing data with
administrations not having HF monitoring facilities

Measurements: frequency, field strength, bearing, occupancy
Submission of reports to the BR on a monthly basis

Publication at http://www.itu.int/ITU-R/go/terrestrial-
monitoring



http://www.itu.int/ITU-R/go/terrestrial-monitoring
http://www.itu.int/ITU-R/go/terrestrial-monitoring

Summaries of regular monitoring program

Extract from summary of monitoring data for 01.10.12 to 31.12.12

E = - E y N 1
-ﬁ;ﬁ‘ http://www.itu.int/ITU-R/terrestrial/docs/monitoring/files/pdffiles/336.pdf
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5400,000
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6400,000
§400,000
5400,000

PYONGYANG BS
PYONGYANG BS
PYONGYANG BS

BEL C.CRM. 6413, DDDH 05| 10| 0858 '} 3K00 J2D 9| Stanag-42 2400bps
E EL CARRR 5413, DDD' 20| 10 1900| 2200 34,0 (OSNa1 \ BEL FC [1K10E F1B 22|B
E EL CARR G414, SDE' 15| 10 1000 1200 12,0 \ G 3KO00E GTD I 4|B
BEL C.C RN 6429, SDI‘ 05| 10| 0900 ‘ 3K00 J2D ' 9
E EL CATRR 5431, 001 20| 10 1900| 2200 20,0 ‘ 3KO00E GYD 14| B
E EL CATRFR &441, 00| 20| 10 39,0 \ HOL 3KO00E GTD I 22| A
BEL C.C.R.N 5456, 50| os| 10 0912 ‘ 3K00 J2D I 9
BEL CCRMN 6467, 00 os| 10 0916 LFl Rogaland Radio ‘ NOR FC [450HE F1B ' GW 200Hg 100Bd
E EL CASER B457,00 20| 10 1920 2200 23,0 ROGALAND RADIO ‘ NOR FC [340HE F1B, 16(B
E EL CASHER B4TE, S 20| 10 1920| 2200 31,0 \ GRC 3KO00E G 54 |B
BEL CCRM 6478,080( 05| 10 0921 SAB Goeteborg Radio ‘ =1 FC [380H IB GW-FSKEIDOBd
E EL CAS@R 6478,080( 20| 10 1920 2200 30,0 GOETEBORG RADIO ‘ 5 FC [340HE 1B 26(C
KOR CRMO 5480,080( 18| 10 1031 1031 42,1 [RALTURA ‘ PRU BC |[ZKISE A3ZE 11
J TOKYO 6480,080( 22| 10 1021 ‘ KRE BC I A3E 125 |E 49 40(M 00 296|C
BEL C.C.R.M 5487, 90( 05| 10 0955 ‘ 3Kﬂi J2D 9
BEL CCRM 6493, 300( 05| 10 0958 Globewireless (HEC) \ sul FC [(208HE F1B GlobeWWireless
BEL C.CRM 6501,400( 05| 10 1127 00 J2D 9
J TOKY B5 221 10 1023 E B A3ZE 125 |E 30| 39|M s 291|B
x Shannon |

EL CCRM 6550,000( 19| 11 0842 F MS | ZKTOE J3E 11 |fishers

BEL C.CR.M. B570,000( 19| 11 0843 E MS (ZKTOE J3E 11 |fishers

No. 336 (updated 19.12.12) 01.10.12-31.1212 517257



Special monitoring
program (1)

* Monitoring 406 — 406.1 MHz band

* Performed in accordance with
Res. 205 (Rev. WRC-12)

* Objective: to identify and locate unauthorized emissions in the
band 406-406.1 MHz that cause harmful interference to the
reception of satellite EPIRB signals of the COSPAS-SARSAT

* BR immediately contacts the Administrations responsible for
the area where the unauthorized transmitters are located,
requesting them to take immediate action to stop emissions.




Date of observation:

Special monitoring program (2)

|2[]12 ‘V| |December V|

From:

| 2012 » | |.J;;1r'|u;5|r'_\,.r

~

Total Number of observations retrieved: 148

Paged Results

Observer

SiteID

Country

City

Direction

Distance

Latitude

Longitude

Frequency (MHz)

Observations

Monthly Ratio

First Date

Last Date
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271005044

RUS

Voronezh

E

24,

4

51.

62

39.07

406.01809

175

.46

20120125

20120203

TUR

271005054

RUS

Voronezh

ESE

23.

51.

61

39.05

406.02187

349

.93

20120125

20120203

TUR

271005183

RUS

Voronezh

SE

31.

51.

G4

38.85

406.03048

26

.26

20120130

20120203

TUR

271006402

AFG

Baghlan

MNME

45,

36.

26

G8.7

406.03023

22

.04

20120309

20120509

TUR

271006830

RS

Livry

VYN

37.

31.

99

37.48

4005.00855

33

.02

20120402

20120412

TUR

271006833

RS

Livny

S5W

83.

51.

88

36.3

405.00858

.07

20120402

20120413

TUR

271005919

kAL

Atbasar

M

Q7.

51.

57

69.74

405.05488

.26

20120408

20120509

TUR

271006936

kAT

Almaty

MMNE

28.

43.

29

75.87

405.05480

.44

20120410

20120504

WO |00 L0 B  RD

TUR

271007003

RUS

MNovorossiyvsk

ME

50.

44,

79

37.83

4056.01468

.14

20120424

20120429

10

TUR

271007012

RUS

Kaliningrad

EMNE

41.

sl @ WD | O | |

54,

79

20.39

406.02298

O|o|o|o|o|Cc|O|O|O|O

75

20120428

20120509

60

50

40

Mumber of emissions reported per month

B
o

4 4

406.02

406.03

406.04

406.05

406.06

Mumber of emissions reported per frequency (MHZz)
e

406.07

406.08

406.09




Outline of presentation

* ITU studies on interference mitigation techniques




Overview of ITU-R studies

Organization of studies: Radiocommunication Assembly -> Study
Groups -> Working Parties (e.g. WP5B for maritime,
aeronautical and radiodetermination services)

Areas of studies: spectrum management, radiomonitoring,
spectrum requirements, system parameters, propagation,
sharing, protection criteria, interference mitigation, etc.

Study Groups products:
Technical bases for Radiocommunication Conferences
ITU-R Recommendations

ITU-R reports and Handbooks

.
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http://web/pub/R-HDB-21/publications.aspx?lang=en&parent=R-HDB-21-2005
http://web/pub/R-HDB-48/publications.aspx?lang=en&parent=R-HDB-48-2006

Examples of ITU-R documents on mitigation

* Documents containing general information
* ITU Handbook on National Spectrum Management (Edition 2005), Chapter 5

Recommendation ITU-R SM.1132-2 “General principles and methods for sharing
between radiocommunication services or between radio stations”

Recommendation ITU-R SM.1446 “Definition and measurement of
intermodulation products in transmitter using frequency, phase, or complex
modulation techniques”,

Recommendation SM.1541-4 “Unwanted emissions in the out-of-band domain”,

* Sharing between specific services

Recommendation ITU-R M.1841 “Compatibility between FM sound-broadcasting
systems in 87-108 MHz and the aeronautical ground-based augmentation system
in 108-117.975 MHz”

Recommendation ITU-R M.1459 “Protection criteria for telemetry systems in the
aeronautical mobile service and mitigation techniques to facilitate sharing with
BSS/MSS in 1 452-1 525 MHz and 2 310-2 360 MHz ”

Recommendation ITU-R M.589 “Technical characteristics of methods of data
transmission and interference protection for radionavigation services in the
frequency bands between 70 and 130 kHz”

...--"':.fﬂ-_-
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Sharing frequency allocations

Handbook on National Spectrum Management, Sections 5.5.1 (Technical basis for sharing)

Methods to facilitate sharing

Frequency separation

Spatial separation

Time separation

Signal separation™

Channelling plans

Band segmentation

Frequency agile systems

Drynamic sharing:

— dyvnamic real-time
frequency
assignment™

FDMA

Control of enussion

spectrmum characteristics

Drynamic variable

partitioning

Frequency tolerance

limdtation

Demand assignment

mmiltiple access

(DAMAY)

Frequency diversity

Geographical shared

allocations

Site separation

Antenna system

characteristics:

— Adaptive-antenna
(smart anfenna)

— Antenna polanzation
discrimination

— Anfenna pattern
discrimination

— Space diversity

— Antenna angle or
pattern diversity

Space division mmltiple

access (SDMAY

Physical barriers and

site shielding

Dty cyecle control
Dvnamic real-time”
frequency assignment
TDMA

Signal coding and

processing

FEC

Interference rejection

CDMA

Spread spectmum:

— direct sequence

— frequency hopping

— pulsed FM

Interference

power/bandwidth

adjustments:

— co-channel

— dynamic transmitter
level control

— pfd imitation and
power spectral
density (psd)
limitation (energy
dispersal)

Modulation complexity

Coded modulation

Adaptive signal

processing

Antenna polarization

) These techniques for signal separation may also be applied to frequency, space and time separation
technology.

) Dynamic real-time frequency assignment facilitates sharing by sinmltaneously using frequency and time
domains. Therefore, this method is shown in both colummns. 30
e




Conclusions

The entire ITU regulatory framework (Constitution, Convention,
RR) is aimed at interference-free operation of radio stations

RR contain a set of regulatory, operational and technical
measures to prevent interference

Cases of harmful interference are dealt by administrations
concerned with possible assistance of the BR, RRB and WRC

Special attention is paid to prevention and elimination of
interference to safety services, distress and safety frequencies

ITU established International Monitoring System and conducts
monitoring programs that assist in interference management

ITU-R studies sharing conditions and mitigation techniques to
create a technical basis for compatible operation of stations
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Thank you for
your attention!
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